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Agenda

• Market influences and Spirion’s Data 
Privacy Management Framework

• What is Data Privacy Manager and what 
does it do for Sensitive Data Manager 
customers

• Demo

• Q & A



Health Insurance Portability 
and Accountability Act
Aug 21

EU Privacy and Electronic
Communications Directive, also known
As the ePrivacy Directive
Jul 31

EU–U.S. Privacy Shield
Jul 12

NYCRR 500
Mar 1

EU GDPR 4
May 4

California Consumer
Privacy Act (AB 375)
Jun 1

Privacy Takes Center Stage
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“Global privacy regulations have developed more in the past 12 months 
than in the preceding century.”

– Nader Henein, Gartner Analyst

“In 2019, 10% of the world’s population was covered by some sort of 
privacy regulation. By 2023, 65% of the population will be.”

– Bart Willemsen, Gartner VP
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Data Privacy Management Framework
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The next generation of data 
privacy
• What is Data Privacy Manager
• What does this mean for current 

Spirion customers



Data Privacy Manager starts by 
covering all of your use cases that you 
have today, but provides more benefits

• All on premise locations are still 
included

• All cloud locations are still included, 
but are done more effectively by 
design

• All current search modes and 
settings are maintained both agent 
and agentless 

Benefits



• Search large cloud repositories 

• AWS S3 Bucket support

• Purposeful discovery and classification 
at the customer’s desired speed

• Dynamic agent teams

• Playbooks

• Results display immediately, no need 
to wait until the end of the scan

• Spirion owned SaaS solution removes 
the complication of deployment

• Spirion hosting means no cloud ops 
costs for the customer

• No maintenance headaches like 
upgrades or infrastructure issues

Benefits: Better performance
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Spirion Platform Architecture: Data Privacy Manager (DPM)
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Endpoints
Windows, RedHat Linux, OSX

Data Privacy Manager Console interface 
accessed via browser

Cloud

Amazon S3

Storage

File 
Servers

Database 
Servers

Discovery Teams

Agents comm with consoleAgents deployed to endpoints

On-Premise
Desktops and 
Workstations

Infrastructure and 
Application Servers

Exchange and SharePoint Servers

• Containerized Deployment
• Dynamic Agent Teams
• Analytics Engine
• Playbooks



• Faster time to production with near 
zero deployment with a modern 
containerized application

• No infrastructure concerns: 
Maintained by Spirion in Azure 
Cloud

• Private cloud, coming soon

Software as a Service 



User Experience  



Sensitive Data Manager: Policy creation



Sensitive Data Manager: comparison continued
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Data Privacy Manager: Progressive disclosure and policy creation



Progressive disclosure continued
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Performance



On Prem 
Agents

• Use all existing SDM agents today

• Legacy Discovery Teams are still 
supported

• Search History is now globally managed 
instead of individual agent based 



• Search at the customer’s speed- Cloud agents can be automatically 
deployed, added, or removed (and destroyed) from searches on the fly.

• Jobs are distributed as small as possible to render results as quickly as 
possible

Dynamic Agent Teams and job distribution



Playbooks



Playbooks help teams prepare 
for and handle incidents without 
worrying about missing a critical 
step.
https://www.incidentresponse.com/playbooks/

What is a Playbook?
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• Scalable and more sophisticated

• Playbooks are capable of far more 
complex rules than SDM Workflow

• Better user experience

• The Playbook UX is a easy to follow 
flow-chart design

• Solid guidance for decisioning

• Actions and weights are available at 
every step for true weighting

• Streamlines actions

• Stack multiple actions based on 
decision points

Benefits: DPM Playbooks assure adherence to every compliance step
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• Control
• At any Playbook step apply actions and 

notifications 

• Collaborate with managers on an approval 
process

• Comply
• View and sort results through 

the Playbook viewer to prioritize action

Benefits: Time efficiencies with 
Playbooks 
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Power BI reporting 
and analytics



• Power BI embedded for all 
DPM customers

• New dashboard

• Enhanced analytics and 
new reporting engine

Reporting engine 



Poll question #3

Are you interested in 
speaking to an expert about 
a possible migration from 
SDM to DPM?

A. Yes

B. No

C. Maybe later



DEMO



Thank you!
www.spirion.com


